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               Information Security Engineer 

 

About me 

 I am an information security and technology professional with 

a career spanning more than 10 years in IT industries. 

Over my career I started as network engineer and system 

engineer with hands-on experience architecting IT 

infrastructure solutions.  

 For last five years I focused on network security and 

information security developing risk based information 

security strategies implementing risk based policies and 

standards compliance.  

 Currently I work as cybersecurity trainer and independent 

security consultant. 

 

Certified 

 CCNA, CCNP RS. 

 MCSA. 

 CCNA, CCNP DC. 

 PMP. 

 CISSP. 

 

Working History   

2007 - 2010 ZAT ALEMAD Steel Factory.  
                                Network Engineer 
 
2010 - 2012 ALQESR ALMUMMIZ Furniture Riyadh.  
  System administrator. 
 
2012 - 2016      Abdullah Al-Othaim Markets Riyadh. 
 Network engineer /Data Center security 

supervisor. 
 
2017 - 2018       Freelancer Riyadh 
                                IT  project manager. 
 
2019 -                  Network plus training center  
                               Cybersecurity Trainer  and consultant  
                                  
 

WORKING EXPERIENCES   

 ISO/IEC27000 framework compliance. 

 Implementing RMF activities leading to risk based 

information security. 

 

 

 

 

 

Sudan Khartoum North 

00249912383560 

abdelmoneimfarug@aol.com 

 

Education 

 B.Sc. (Honors) Engineering 

Electronic Engineering 

Technology 

(Telecommunication & Control) 

(1999_2004). 

University Of Gezira 

 

Trannings and Courses 

 CISCO CCNA 

 IBDAA Advanced Training 

Center 2007. 

 Project Management 

Professional PMP 

MILESTONE Training Center. 

 Security awareness ISC2.  

 Building high performing 

cybersecurity team ISC2. 

 Building a strong culture of 

security ISC2. 

Moving to cloud ISC2. 

 

 Soft Skills  

 IT project management  

 Requirement analysis and 

scoping. 

 Business aligment. 

 Communications 

 Team Leadership. 

 Alternative Generation. 

 Problem solving. 

 Analytical. 

 scketching 

 Time Management. 

 negotiation. 

 Presentation. 

 Auditing and Reporting skills. 

 Languages 

o Arabic. 

o English. 

 Computer skills 

o Microsoft Project. 

o Microsoft Office. 

o VISIO. 
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 Coordinate RMF tasks associated with the effort 

with the cybersecurity lead. 

 Develop, refine and implement enterprise security 

policies, procedures, and standards across 

multiple platform and application environments 

to meet compliance responsibilities. 

 Accomplish system categorization, security 

control selection, security control 

implementation, security control assessment, and 

security control monitoring. 

 Manage the implementation of IT security for 

multiple IT functional areas (e.g., applications, 

operating systems, network and/or Web) across 

the enterprise, ensure that all security measures 

are in place (firewall, anti-spam, anti-spyware, 

anti-virus, backup, data encryption, intrusion 

detection/prevention systems etc.) to protect 

information and IT assets. 

 Manage information security audits, analysis, 

vulnerability assessments, intrusion 

detection/prevention to ensure that systems are 

secured and provide recommendations as 

required. 

 Assess threats and vulnerabilities for information 

assets. 

 Develop a contingency plan, disaster recovery 

plan and business continuity plan to safeguard IT 

infrastructure & systems against accidental or 

unauthorized modification, destruction, or 

disclosure as well as to mitigate the effects of any 

possible halts or impediments to the IT system. 

 Work collaboratively with others IT Managers 

and teams to design secure infrastructure 

solutions and applications and actively participate 

in the execution of multi-faceted projects related 

to security, and infrastructure/information asset 

protection. 

 Design and implement secure network solutionsn 

network segmentation network access control. 

 Design remate access solutions site to site VPN 

hub spoke VPN and proxy. 

 Design and implement SOC solutions.   

 Build and train high perormance cybersecurity 

team.  

 

PLATFORMS   

 

 CISCO 

- Cisco ASA Firewall 55XX with IOS 8, XX 9, XX. 

Cisco ASA 5508 with firepower. 

 

Member of 

 Project Management Institute 

PMI 2017. 

Member ID 4662191 

   Kingdom of Saudi Arabia 

PMI chapter 2017. 

 (ISC)² CISSP member 

ID 714981 2019.  

 Active member in 

cyberscurity 

communities. 
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- ISE version 1.1.3. 

- Cisco ACS server V5.3. 

- Cisco NGIPS model 4125.  

- Cisco S-series Web Security Appliance. 

- Cisco Email Security Appliance C190. 

- Cisco Content Security Management Appliance M190. 

-  Cisco NAC Posture Agent v4.5. 

- Cisco NGDC ACI NEXUS. 

- Cisco UCS servers. 

- CISCO 12.xx and 15.xx ISO routers and switches. 

 Palo Alto 

- Palo Alto UTM PAN OS 6.x 7.x 8.x. 

- Palo Alto PANORAMA 6 7 . 

- Palo Alto Threat intelligence Wildfire  

 Fortinet 

- Fortigate UTM 5.x,6.x  

- Fortimanger 6.x. 

- Fortianalyzer 6.x. 

 Huawei. 

- USG6700E 

 Splunk 

- Splunk ES  4.X.X , 6.X.X. 

 Network traffic analysis tools. 

- Wireshark, GFI LanGuard, Fiddler, PRTG Network Monitor, WirelessNetView. 

 Penetration testing platforms. 

- Kali ,Parrot, Black Arch 
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